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GLOBAL PROBLEM

Mid-Year FY 2005 Domestic % of Total

Trading Partner Value Value
China 5 283725064  64%
Hong Kong 3 2,834 561 6%
United Arab Emirates 3 1,868,209 4%
Pakistan 5 1,180,500 3%
Russia 3 1,077,055 2%
India 3 774,015 2%
Taiwan 3 767,671 2%
Italy 3 718,837 2%
Korea 5 648, 754 1%
Singapore 5 432,141 1%
All Others $ 5,569,807 13%
Total Domestic Value ) 44 244 114
Total Number of Seizures 3,448

http://www.cbp.gov/linkhandler/cgov/import/commerci al_enforcement/ipr/seizure/fy05_midyear_stats.ctt/f ~ y05_ipr_midyear.pdf



MANY PRODUCTS AND SEGMENTS
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ECONOMIC IMPACT

International Trade Commission currently estimates losses
from piracy and counterfeiting at $500B

U.S. copyright industries lost more than $9 billion in 2002.

Global piracy costs the major movie studios over $3 billion.
Over 7 million pirate DVDs seized in 2002.

Counterfeit automobile parts (e.g. brake pads) cost the auto
industry over $12 billion...equates to 200,000 workers.

International AntiCounterfeiting Coalition, Inc., J anuary 2005



ECONOMIC IMPACT

In 2001, the Business Software Alliance (BSA) estimated
the global losses to software piracy to be $10.9 billion; the
value of pirated Microsoft products alone exceeded $1.7B.

The International Federation of the Phonographic Industry:
40% of physical recordings are illegal - in 2003 the value
of the pirate market for music reached new high of $4.6 billion.

New York City reported that in 2003 intellectual property
theft cost the city $1.03 billion in lost tax revenue.

International AntiCounterfeiting Coalition, Inc., J anuary 2005



TERRORISM AND COUNTERFEITING

Keynote Address of Assistant U.S. Treasury Secretar y
Juan C. Zarate at the Harper’'s Bazaar/International
AntiCounterfeiting Coalition Summit—  February 1, 2005

“Today's discussion is an important one because the issue of
counterfeiting of products not only affects business and
Intellectual property rights , but it is also an issue of concern
for law enforcement and our national security . In the post-
9/11 world, we can no longer afford to ignore the vast
networks of illicit financial activity that could support
transnational organized threats . From fraud and smuggling
to counterfeiting and money laundering, we know that the age
of terror has met the business of illicit finance.”

http://www.ustreas.gov/press/releases/js2225.htm



COUNTERFEIT H&BAS

Proctor & Gamble placed national ads
Informing consumers that counterfeits
Its Head & Shoulders shampoo on
store shelves could harm users

with weakened immune systems.

Other brands like Paul Mitchell
have been plagued by fakes as

We” "If you buy Paul Mitchell in any drugstore or
supermarket, we didn't sell it to them. It is either counterfeit,
or black or gray market, or extremely old or stolen."



COUNTERFEIT COSMETICS

Fear that counterfeit cosmetics may contain
Industrial solvents and carcinogens which may
cause severe allergic skin reactions.

Significant increase In counterfeit and pirated
articles seized at the EU's external borders In
2003, according to the European Commission.

Cosmetics and perfumes continued to be
popular choices for counterfeiters, with an 800%
Increase In seizures from 2002 to 2004

http://www.eubusiness.com/topics/Trade/piracy.2005- 02-09



COUNTERFEIT COSMETICS

FAKE BOTOX

2005: 12 doctors in three states faced license
suspension — in an investigation into sales of
$1.5 million worth of an unapproved knock-off of
Botox being used on unsuspecting patients...

More than 200 doctors purchased the toxin from
Toxin Research International (TRI)...Despite
package labels that said the toxin was not for
human use, patients in Florida, Nevada and
Oregon were given the injections...



COUNTERFEIT NUTRACEUTICALS

"Counterfeiting is a very real threat in a number of market sectors. Diet
aids are no exception. A counterfeiter
generally presents its lesser quality
knock-off in similar packaging to confuse
consumers...”

http://www.cclcontainermedia.com/pr-Trimspa.html

http://www.healthfree.com/V5-2b.htm

January 23, 2004 - TWO MEN

SENTENCED IN COUNTERFEIT
NUTRITIONAL PRODUCT SCHEME ...two years probation for illegally
trafficking in counterfeit nutritional products purportedly manufactured for
and sold by Muscletech Research and Development, Inc., a Canadian
corporation located in Mississauga, Ontario, Canada, and Cytodyne
Techologies, Inc., a corporation located in Lakewood, New Jersey.

http://www.usdoj.gov/usao/ct/Press2004/20040123.htm |



COUNTERFEIT PHARMACEUTICALS

"Counterfeiters are the lowlife of bio-terrorism"
Sept. 2002: Gerry Norris (Pharmaceutical Researcha nd
Manufacturers of America): at the Global Forum on
Pharmaceutical Anti-counterfeiting (Geneva, Switzer  land)



COUNTERFEIT PHARMACEUTICALS

WHO estimates that 10% of
global pharmaceuticals...as high
as 70% in developing countries
are counterfeit:

* 16% of counterfeit drugs contain

the wrong ingredients * 17%

contain incorrect amounts of the
proper ingredients * 60% have no active ingredients at all.

Sales of counterfeit Rx products are estimated to be US$32B.
Developing countries of the Western Pacific (China, Philippines

and Vietnam) comprised the region with the most cases reported
(48.7%) - WHO



COUNTERFEIT PHARMACEUTICALS

FDA recalled ~200,000 bottles of counterfeit Lipitor (5/03)

In NY, a 16 year-old liver transplant recipient (Tim Fagan —
“Tim Fagan’s Law” ) received 8 weeks worth of injections
of a counterfeit drug (Epogen) to treat his anemia and raise
his red blood cell count...the vials were supposed to
contain 40,000 units of the drug, instead the counterfeit
version contained only 2,000 units...caused excruciating
aches and sSpasms. [http://www.house.gov/israel/issues/counterfeitdrugs .htm]

New York County DA charged 7 people and 5 companies
In the US, China and India with selling counterfeit Viagra
over the Internet (2002)...

International AntiCounterfeiting Coalition, Inc., J anuary 2005



COUNTERFEIT PHARMACEUTICALS

The FDA recalled $7 million worth of pumps used

during open-heart surgery containing counterfeit,
malfunctioning parts.

Searle discovered that over 1 million counterfeit
birth control pills had been distributed to
unsuspecting women, resulting in unwanted
pregnancies and irregular bleeding.



COUNTERFEIT PHARMACEUTICALS

Novartis International AG Chief of Security testified before
a House Subcommittee (6/7/01): one counterfeit ring
produced “millions of yellow tablets that were virtually
Indistinguishable from the genuine product.” The fake
tablets were “made of boric acid, floor wax and lead-based
yellow paint used for road markings.”

Approx. 192,000 people died in China in 2001 because of
fake drugs. Since 2001, J&J established 38 criminal cases
against factories that copied its products in China (the
world leader the manufacture/export of counterfeits).

International AntiCounterfeiting Coalition, Inc., J anuary 2005

Counterfeit Medicines - Filled With Empty Promises

http://www.fda.gov/cder/consumerinfo/counterfeitDru gsNAPS.htm

Buy U.S. Rx Only



COUNTERFEIT PHARMACEUTICALS

Lipitor, Procrit, Combivir, Epogen, Gamimune, Neupo gen,
Nutropin AQ, Serostim, Viagra and Zyprexa.

Not just medicines...they are only a part of a wholev  ariety of
llegal products sold:

e cosmetics containing active ingredients (corticoste roids)
« ethnic medicinal products - labeled/dangerous ingred lents
 ethnic medicinal products - unlabelled active ingred lents

nutrition supplements - active ingredients such as
anabolic drugs
nutrition supplements offered as cures to diseases



COUNTERFEIT PHARMACEUTICALS

FDA Backgrounder: New FDA Initiative to Combat
Counterfeit Drugs--Attachment 1

Counterfeit duplication of the packaging for an inj ectable drug



COUNTERFEIT PHARMACEUTICALS

FDA Backgrounder: New FDA Initiative to Combat
Counterfeit Drugs--Attachment 2

Counterfeit duplication of product labeling



COUNTERFEIT PHARMACEUTICALS

FDA Backgrounder: New FDA Initiative to Combat
Counterfeit Drugs--Attachment 3

Drugs purchased over the Internet by an American pa  tient who was told that
the products were manufactured in the United States and were being sold from
Canada. The drugs he actually received are fake “kno  ckoffs” from India.



COUNTERFEIT PHARMACEUTICALS

Bird flu and Counterfeit Tamiflu (12/19/05)

Tamiflu is manufactured by Roche is one of just two
drugs thought to be effective in treating the avian flu.

Seizure of 51 shipments of counterfeit Tamiflu pills in
San Francisco...marked "generic Tamiflu,” seizures
began Nov. 26...there is no generic Tamiflu, so that's
a pretty big tip off* says U.S. Customs

?



COUNTERFEIT PHARMACEUTICALS

Rx industry went from denial to taskforce in 5 years

July 16, 2003, FDA launches a major initiative toc = ombat
counterfeit drugs to:

 better identify the risks & threats from counterfel t drugs

 establish a public and private coalition to fight d rug
counterfeiting and distribution

« develop new tools to aid in identifying, deterring
and combating counterfeiting

« use of modern technologies and other measures to ma ke
It harder to distribute counterfeit drugs



COUNTERFEIT PHARMACEUTICALS

FDA FINAL REPORT
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http://www.fda.gov/oc/initiatives/counterfeit/repor t02_04.html



COUNTERFEIT PHARMACEUTICALS

FDA FINAL REPORT (Continued)
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http://www.fda.gov/oc/initiatives/counterfeit/repor t02_04.html



PRODUCT SECURITY SOLUTIONS



2006 PDA Pharmaceutical
Anti-Counterfeiting Forum

“While a lot of interest has been focused on
RFID, the main technological defense
against counterfeiting at this time is the

application of authentication technologies.”



Tracer Detection Technology Corp.

Exploiting Random Patterns To Detect
Product, Document and Asset Counterfeiting
For Corporate and Government Security



INTELLECTUAL PROPERTY

Exclusive license from Oak Ridge Nat'l Laboratory
U.S. Patent #6,035,914 and U.S. Patent #6,246,061

Tracer U.S. Pat. #5,974,150 with PCT coverage
plus 3 pending patents

CRADA with Natick Army Lab for supply of
dichroic fibers and transfer of technology and
method for commercial manufacturing



INTELLECTUAL PROPERTY
e —————

Optically readable random patterns matched
to and in association with symbology
(l.e. barcodes, datamatrix, RFIDs)

What does this all mean?

If ItS not:

« Random (non-deterministic)
 |mmune to copying
e Algorithmically encoded

It cannot be as secure as Tracer’s solution




How Tracer’s ActivElements ™ System Works

Self-authenticating/Unique Identification/Overt and Covert Elements
Encrypted information includes:

e random pattern
* enables definitive document tracking
o Customer or Agency information

\

1234567890-00-ABC9903

Representation of a reference zone
or section of a document or ID card in
which fibers have been “embedded”

TRACER CONFIDENTIAL AND BUSINESS PROPRIETARY



Tracer ActivElements ™ QOptics
- TEeEm———

Company Confidential Material Deleted

TRACER CONFIDENTIAL AND BUSINESS PROPRIETARY



Tracer’s ActivElements ™ QOptical Images
- TEeEm———

“Minus”

Horizontal Polarization Vertical Polarization

“Difference” Image

TRACER CONFIDENTIAL AND BUSINESS PROPRIETARY



Tracer ActivElements ™ Reader/Scanner
— |

Possible Configurations of
Handheld Imaging/Scanner

TRACER CONFIDENTIAL AND BUSINESS PROPRIETARY



ActivElements ™ System is Unbreakable
- T Ea————

Counterfeiters have to simultaneously know and duplicate

* Fibers must comprise the correct materials properti es and

* Fibers must be dyed to fluoresce at the correct wav  elength(s),
when illuminated at the correct independent wavelen gth(s) and

* Fiber images must be acquired from the actual “refe rence zone
of label, document or currency and

 The fiber image(s) must be a result of Tracer's pro  prietary
optics and variable illumination  and

* Fibers must produce an image or images with propert les that
match the encrypted symbology.

TRACER CONFIDENTIAL AND BUSINESS PROPRIETARY



Applying Tracer’s System To Rx

—IIIIIEEESS—S—_S-S_
BOTH visible and covert . While some elements of the system
are visible, reverse engineering is prevented by lo  gical
combination with multiple covert elements.

AUTHENTICATION AND TRACK/TRACE

2 Standalone, Integrated, Bundled with IT
" products and linked to data base...data
entry at every point of the distribution
system.

Applicable to bottles, in outer packaging,
In a tamper evident seals (can link seal
? to label/bottle); can also protect Rx scrip.

i Combinable with other security features




Summary of Pharmaceutical Application
TS

 Unbreakable Anti-Counterfeit Products and System:
standalone or database-linked; Unique electronic
pedigree for each piece

* Individualized overt, covert and tamper-evidence
elements tie bottles, seals and outer packaging

 Machine readability enables track/trace database
from manufacturer throughout distribution chain

* Readily updated to remain ahead of counterfeiters;
System ready for manufacturing /market entry

« Customizable hardware, software, data acquisition
and storage capabilities; can be integrated with
other security features



OTHER SOLUTIONS



RADIO FREQUENCY ID CHIPS

Product Safety Task Force: Item level “track & tra  ce”
within supply chain (Electronic pedigree)

RFID’s carry data in “tags” that is machine-readabl e

Basic RFID systems consist of three components:
e An antenna or coll
« A transceiver (with decoder)

« A transponder (RF tag) electronically
programmed with unigue information

Current cost per item >25¢
http://webl.hdma.net/shop/pubs_files/PSTF_whitepape  r.pdf

Association for Automatic Identification and Mobili ty
http://www.aimglobal.org/



PRODUCT SECURITY SOLUTIONS

Tamper-evident seals
Security labels

RFID’s

Holograms

Security Inks (Color Shift)
Security Papers

Security Thread

Security Films

Digital Coding
Taggants

Barcodes

EAS

Magnetic Technologies
In-product Marking
Security Graphics
Digital Watermarks



COMPLIANCE CHALLENGES,
ISSUES & OPPORTUNITIES

FDA Mandates effective 2007; planning and integrati  on now
Cost of RFIDs/Readers
Selection of authentication feature; cost issues
Integration of RFIDs and authentication feature in labels
Authentication validation throughout the supply cha In

Metrics/cost value relationship



MEETING THE CHALLENGES

Risk Assessment Education
. Workshops
. ROI Models
Location of Protection Consulting to Integrate Security

Package Design

Manufacturing Process

Selecting Solutions Technology and Materials

Overt

Covert/Forensic

Track & trace

Measuring Results Secure Business Practices

Audits

Inspection of Facilities



Questions and Discussion

Contact: Jay Fraser
Tracer Detection Technology Corp.

jayfraser@earthlink.net
jfraser@teksa.net



